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Mr. David McClintock
Inspector General
640 City Hall

The attached is the Department of General Services response to the report concerning
fuel theft issued by your office.

I look forward to having the opportunity to meet with#gu along with members of my
staff to discuss the report and our response.
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EPARTMENT OF GENERAL SERVICES

Response to the OIG Case 2011-155 Report

DGS appreciates your investigation into the fuel theft that occurred at our Northeast Sub-
station and your subsequent recommendations. We were very disappointed with the sentence
handed down by the Court in this case, especially after he was caught in the act!

DGS staff, as you are well aware, has been working continuously to ensure that all of our
fueling sites are properly maintained, and that all fuel dispensed is for City use only. DGS staff
has encountered and stopped many attempts by employees to illegally obtain fuel by not
following the proper City fueling protocol. We have reported many of these occurrences to
your office for follow up investigations and prosecution of offenders. We have worked very
closely with your office to ensure that any information required for investigation and
apprehension offending employees arrived in a timely manner. We have also called in the
Police Department when circumstances dictated this course of action.

Responses to your recommendations, cited by number, are below.

1. DGS had already instituted the requirement of making drivers enter only the correct
mileage to provide accurate fuel mileage values, thereby affording greater opportunity to spot
inconsistencies. We have been and will continue to install Canceivers on all new equipment
entering the Fleet. We would like to install fuel terminals on ali six of our mobile tankers to
increase production and reduce the possibility of theft.

2. DGS will review all options to upgrade security for fueling, including personnel and employee
fuel codes, which are available in our current fueling software.

3. 4.5. & 6. DGS will review all options to restrict certain types of fueling, but our current
software is very limited in this area. We are currently looking into upgrading all of our fueling
terminals and software in an effort to resolve many of the issues we face. There are a number
of reporting and flagging measures we would like to put in place.

7. DGS has been actively pursuing new technology for the last two years that can totally
address our concerns with the accountability issues that arise from use of gas cans, off road
equipment, special equipment such as light towers, etc. The most desirable technology became
available during February and we are currently working to acquire the system.
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Summary

DGS is fully aware that the potential for fuel theft will always be present. DGS is consequently
working diligently to upgrade our entire fueling operation including:

New wireless Canceivers;

New fuel terminals;

New software for tracking and reviewing fuel usage;
Installing terminals on mobile tankers;

Installing GPS equipment on vehicles;

Acquiring EM tags for cans and other equipment;
Installing security cameras at our fueling sites; and,

Investigating the possible use of license plate recognition equipment.

Budgets are very tight at this time and the new technology is costly. We nonetheless hope to
move forward as quickly as we can.

DGS looks forward to continuing our joint effort with the Inspector General's office to ensure
that our fueling operations are conducted in the most efficient way. We also encourage your
office to maintain a vigilant eye on our fueling sites and to prosecute any violator to the fullest.




DEPARTMENT OF RECREATION AND PARKS
CITY OF BALTIMORE
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WILLIAM VONDRASEK, Interim Director
DR. RALPH W. E. JONES, JR. BUILDING
3001 East Drive - Druid Hill Park
Baltimore, Maryland 21217

410-396-6132

June 25,2012

David N. McClintock, Inspector General
Office of the Inspector General

640 City Hall

Baltimore, Maryland 21201

Dear Mr. McClintock:

The Department of Recreation and Parks (BCRP) has received and reviewed the draft report
referencing OlG Case: 2011-155, dated April 27, 2012. This case involves the theft of City fuel
by a former Department of General Services employee. At the time of his arrest by Baltimore
City Police the former employee possessed an unauthorized City fuel card and was using a fuel
code assigned to another City employee.

BCRP has reviewed the entire report and acknowledges that it contains information related to
one of its current emolovees. Based on the findings delineated in the report, BCRP understands
that its employee,® ¥Small Engine Mechanic I, played no part in the thefis
resulting from the compromise of the security code assigned to his fuel card. However, we
concur with the findings and recommendations of the Office of the Inspector General, that the
present system is flawed to the point that it potentially poses a true risk for the breach of the
security of individual fuel card codes as they are currently assigned and utilized.

The Department of Recreation and Parks supports all other recommendations made by the
Office of the Inspector General related to its findings in this investigation.

WlIllam Vondrasek
Acting Director

Respectfully y

WV/VSO

@ Printed on recycled paper with environmentally friendly soy based ink.
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STEPHANIE RAWLINGS-BLAKE, Mayor

DAVID N. McCLINTOCK, Inspector General
640 City Hall

100 N. Holliday Street

Baltimore, Maryland 21202

August 13, 2012

CONFIDENTIAL
Mr. Ted Atwood, Director
Department of General Services

Mr. Alfred Foxx, Director
Department of Public Works

Mr. Bill Vondrasek, Acting Director
Department of Recreation and Parks

RE: Final Report — OIG Case 2011-155
Dear Department Head,

Thank you for your response to our memorandum of 04/27/2012 concerning specific fuel
thefts and certain issues and system gaps that weaken our fueling process and make it more
susceptible to fraud, waste, and abuse.

Although our memorandum was founded on a theft scheme committed by a former employee
of the City that resulted in the documented loss of 2,130.8 gallons of fuel valued at $7,074.00
over a period of several months, it provided an opportunity to conduct a broader review of
City fueling processes. Our review led to the identification of various weaknesses and/or gaps.
As aresult, the OIG made seven recommendations that would significantly enhance the
management and control capability of City fueling processes.

The OIG received a response from the Baltimore City Department of Recreation and Parks
(hereinafter “DRP”) on 06/25/2012 and the Department of General Services (hereinafter
“DGS”) on 08/09/2012. We appreciate the response from both departments and the
acceptance of our recommendations. We agree and are thankful for the role of many in DGS,
especially Fleet Coordinator Robert Holste, for their dedication to improving the system. He
and others have indeed brought many matters to our attention and spent countless hours
working to implement better controls.

The OIG concurs with the DGS response concerning the outcome of the criminal case that
resulted in only 2 years, 11 months and 29 days of supervised probation; 1 day time served,
and $100.00 in restitution for Mr. Lamont Harden who was a former DGS employee. The
OIG will confer with the Department of Law so that an assessment may be made concerning a
civil remedy.

PLEASE VISIT OUR WEBSITE @www.baltimorecity.gov

@ Printed on recycled paper with environmentally friendly soy based ink.
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Concerning the DGS response to Recommendation #2, we are aware that there are more
complete fueling systems available at additional cost and leave that assessment to the DGS.
However, the existing fueling system does have the program ability to flag and/or deny fuel
transactions by:

o Limiting driver fuel access to certain vehicles,

e Limiting vehicles to be fueled by certain drivers,

» Limiting drivers to fueling vehicles that belong to a specific fleet,

e Limiting fleet vehicles to only being fueled by drivers working for the department the

vehicle is assigned to, and
e Limiting drivers and/or vehicles to fueling at specific locations.

It is our belief that many combinations of the aforementioned controls would have prevented
or eliminated the theft scheme that initiated this review, as well as many others.

The OIG is also aware that efforts are in place to update the fueling system to add even more
capability but cautions that system capability is only effective when properly implemented
and managed by sufficient staff accountable for producing measurable results.

The OIG remains committed to providing independent investigations and audits in a manner
that provides for increased transparency of governance, a solid foundation for meaningful

policy review, and a platform for staff accountability.

We look forward to working with you to strengthen policy, procedure, and internal oversight

protocols.
,S.ﬁerel y you" : : ?4
vid N. McClintock
Inspector General
City of Baltimore
DNM/

Enclosure: Final Report of Investigation, Received Responses, and Exhibits
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